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DATA BREACH INTRODUCTORY CONCEPTS

Describing a data breach is like describing a party. Certain people have been
invited, but there are always a few uninvited guests. Some of these guests have
entered with invited guests, who used their keys. Some guests heard the noise,
smelled the delicious food, or just knocked on the door out of curiosity.
Regardless, there is a point at which the host realizes that one of the uninvited
guests has eaten the food, or even packed a portion to go, and it is time to decide
whether to oust the guest, call it a night for the entire party, or even call the cops.
Like an actual data breach, it is hard to tell exactly what has been taken out at
this point, on day zero. Nevertheless, the host knows that the unauthorized guest
has accessed valuable information, which may be sensitive or personal
information, and may later view it, process it, or sell it to a third party.
Information has become, in many cases, primarily or exclusively electronic.
Digitization of information has shifted the source of value in society to
databases.' Correspondingly, the concentration of this information into big data
storage in databases renders the data more vulnerable to single point of entry,
single point of attack, and single point of breach. The number of data breaches
has grown in recently years,2 but more significantly, the scope, magnitude,3 and
social impact of the breaches has expanded. As a result, the total cost to society
of data breaches has risen dramatically.4
Consumers have not been left to their own devices, and the government has
stepped in to examine the causes of data breaches. The FTC has investigated
several companies' data security practices and found them lacking.6 In FTC v.

1.

PONMAN

INSTITUTE

LLC,

2014:

A

YEAR

OF

MEGA

BREACHES

20

(2015),

http://www.ponemon.org/local/upload/file/20140%`2OThe%/`2OYear%/`2of%/2Othe%/`2OMega%/`2OBrea
ch%20FINAL_3.pdf.
2.
See KAMALA
D.
HARRIS,
California
Data Breach Report
1
(2014),
https://oag.ca.gov/sites/all/files/agweb/pdfs/privacy/2014databreach rpt.pdf
(citing
JAVELIN
STRATEGY & RESEARCH, 2014 DATA BREACH FRAUD IMPACT REPORT 20 (June 2014),
www.javelinstrategy.com). Data breaches in 2013 increased 28% year over year from 2012.
3.
Verizon reported that there were $400 million in total losses related to 700 million
comprised records due to data breaches in 2014. VERIZON, 2015 DATA BREACH INVESTIGATIONS
REPORT (2015), http://www.verizonenterprise.com/DBIR/2015/.
4.
Economic research found that "the average consolidated total cost of a data breach is $3.8
million representing a 23% increase since 2013." IBM, http://www-03.ibm.com/security/databreach/ (last visited Feb. 12, 2016) (citing IBM, 2015 COST OF DATA BREACH STUDY: GLOBAL
ANALYSIS 1 (May 2015), https://nhlearningsolutions.com/Portals/0/Documents/2015-Cost-of-Data-

Breach-Study.PDF).
5.

6.
2014).

See generally HARRIS, supra note 2.

See Fed. Trade Comm'n v. Wyndham Worldwide Corp., 10 F. Supp. 3d 602 (D.N.J.
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Wyndham WorldWide Corp.,' the district court agreed that not only did the FTC
have the authority to ferret out substandard data practices in the corporate world,
but that companies should read FTC decisions and act accordingly. The FTC did
indeed have some say in setting a baseline for industry security practices. 8 In
August of 2015, the Third Circuit court affirmed the district court's holding,
leading with the facts of Wyndam's multiple data breach events and enumerating
the myriad security hazards present in the company's processes and systems. 9
Though it was not part of the core holding on appeal, the court noted that the
company's security plans did not meet the standard in its posted security
policy.' 0 It's not difficult to imagine an FTC investigation or court case in the
near future in which the parties offer their data breach contract clauses as
evidence of reasonable, industry standard level practices that demonstrate an
effort to maintain effective security practices.
Snapchat and TRENDnet, Inc. also failed to survive the FTC's scrutiny of
their security measures, each by a fair measure." In re Snapchatl2 led to a
settlement in which the FTC explained, rather patiently, that it is not permissible
to design an app with a core service of limited photo display and then keep the
photos, ostensibly forever.1 3 In the Matter of TRENDnet, Inc.1 4 also centered
upon a patently offensive use of personal data in the form of unauthorized access
to insufficiently secured home security camera video. 5 In the TRENDnet matter,
however, the security system was at issue and a third party captured the personal
data in a clear data breach scenario. In both situations, customer expectations
regarding privacy and security were not met.16
These cases reflect a growing awareness at the FTC as well as in the public
consciousness of privacy and security issues in mobile app and Internet of
Things ecosystems. In each case, not only did the FTC opine on the proper
level of privacy and security protocols for companies holding and processing
data, but also noted in particular the gap between what was promised
contractually and what was delivered to the contracting party. These cases

7.
Id. at 615.
8. Id.
9.
Fed. Trade Comm'n v. Wyndham Worldwide Corp., 799 F.3d 236 (3d Cir. 2015).
10. Id at 241.
11. See Snapchat, Inc., 132 F.T.C. 3078 (2014); TRENDnet, Inc., 122 F.T.C. 3090 (2014).
12. Snapchat, Inc., 132 F.T.C. 3078 (2014).
13. See id. (ordering, among other things, that Snapchat may no longer misrepresent the
"extent to which respondent or its products or services maintain and protect privacy . . . etc.").
14. TRENDnet, Inc., 122 F.T.C. 3090 (2014).
15. See id. (ordering, among other things, that TRENDnet must implement "a comprehensive
security program that is reasonably designed to (1) address security risks that could result in
unauthorized access . . (2) protect the security, confidentiality, and integrity of Covered
Information . . etc.").
16. See id. (complaint).
17. See id.; Snapchat, Inc., 132 F.T.C. 3078.
18. See TRENDnet, Inc., 122 F.T.C. 3090; Snapchat, Inc., 132 F.T.C. 3078.
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capped several years of the FTC's consolidation of power in dictating data
security principles,' 9 but the battle is not yet over. As technology changes, going
deeper into specifics in the mobile ecosystems and Internet of Things security
protocols will be necessary to satisfy regulators, contracting parties, vendors, and
customers.
As a consequence, corporate and in-house legal have stepped up their
knowledge on these issues and have had to respond almost in real time to
developing industry standards and customer demands. Initially, legal resources
were devoted to remedying the immediate dangers by stemming the flow of data,
catching the perpetrators of intentional breach, and pursuing or defending their
companies against class action lawsuits and fines.20 Next, attorneys began to
collect and analyze the consequences of fifty states worth of data breach
legislation, 21 and the myriad requirements associated with data breach, primarily
notification of customers, media, government, and/or law enforcement. While
all of these concerns remain, the impetus of the privacy and security movement
now must be towards ascertaining the longer-term consequences of an actual or
threatened data breach for companies.
The need for long-term planning for inevitable breaches requires the
redesign not only of security procedures for corporate data, but of the contractual
provisions designed to protect data, protect the network, and protect each
company in the transaction from extreme liability in the event of a data breach.
There are several junctures in the contract negotiation timeline at which to

19. Woodrow Hartzog & Daniel J. Solove, The Scope and Potential ofFTC DataProtection,
83 GEO. WASH. L. REV. 2230, 2232 (2015) (addressing the scope of the FTC's authority over
privacy and data security).
20. See, e.g., Rachel Abrams, Target Puts DataBreach Costs at $148 Million, and Forecasts
Profit Drop, N.Y. TIMES (Aug. 5, 2014), http://www.nytimes.com/2014/08/06/business/target-putsdata-breach-costs-at-148-million.html?_r=0; Jim Finkle & Nandita Bose, Home Depot Breach
Bigger
Than
Target
at 56
Million
Cards,
REUTERS
(Sept.
18,
2014),
http://www.reuters.com/article/us-home-depot-dataprotection-idUSKBN0HD2J420140918.
21. For example, in Massachusetts, "[e]very person that owns or licenses personal
information about a resident of the Commonwealth shall develop, implement, and maintain a
comprehensive information security program that is written in one or more readily accessible parts
and contains administrative, technical, and physical safeguards that are appropriate to (a) the size,
scope and type of business of the person obligated to safeguard the personal information under such
comprehensive information security program; (b) the amount of resources available to such person;
(c) the amount of stored data; and (d) the need for security and confidentiality of both consumer and
employee information." 201 MASS. CODE REGS. 17.03.
In California, "[a] business that owns, licenses, or maintains personal information about a
California resident shall implement and maintain reasonable security procedures and practices
appropriate to the nature of the information, to protect the personal information from unauthorized
access, destruction, use, modification, or disclosure." CAL. CIV. CODE § 1798.81.5 (West 2015).
See DANIEL J. SOLOVE & PAUL M. SCHWARTZ, PRIVACY LAW FUNDAMENTALS ch. 10
(International Association of Privacy Professionals 3d ed. 2015) (showing the emergence of stateby-state analysis).
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introduce data protection provisions, but the earlier the better in order to avoid
23
unpleasant surprises.
The methodology for addressing this need is the holistic enhancement of
security provisions in corporate contracts, specifically, the redesign of costs of
cover provisions in these contracts. From an internal governance perspective,
corporate legal departments may develop contract playbooks for each template
agreement. These playbooks may include provisions, for internal use only,
indicating fallback negotiating strategies and fallback contract or clause language
that the negotiating in-house counsel may use to close the deal. In addition, the
fallback provisions may include a note that in order for the parties to go beyond
standard fallbacks, the negotiating deal attorney will need to escalate the ask up
their chain of authority. In this context, provisions related to costs of cover for
data breach may reach the general counsel of a corporation, even for a smaller
deal, as the expense of each breach may exceed the value of the deal to the
company. The ultimate goal in this contract re-boot is to avoid not the
contingency of a data breach, but the contingency that a data breach swallows
the value of the deal described in the contract, or even the value of the
transacting company as a whole. As a result of this reconsideration, parties will
be better able to bear their existing risks, as well as shoulder the risks posed by
24
new technologies.
There are social values associated with drafting contracts in the right way.
One of these values is a reconfiguration of legal efforts in contract drafting
25
towards cost saving, company saving, and economy saving effects. In order to
find the right path, there is a careful balance between the competing forces of

22. "Data security is an important subject that must be addressed at the time of contracting,
and renewing contracts, with any third party that will have access to PHI, even if the access is
incidental." Judy Selby, Ted Kobus & Brian Karp, Avoid Data Breaches With Better Vendor
Contracts,LAW360 (Sept. 16, 2015), http://www.law360.com/articles/409484/avoid-data-breacheswith-better-vendor-contracts.
23. "Faced with the costs resulting from a data breach, stakeholders in corporate information
and risk governance are calling for the vendors' heads, or their applicable insurance, on a
platter .... Many issues that arise, and surprise, during the course of a data security breach may be
addressed in the drafting of the vendor service contract." Ellen Giblin, Vendor Roles Before, During
and After Data Breaches Need Nailing Down, CYBER RISK NETWORK

(Dec.

30, 2014),

http://www.cyberrisknetwork.com/2014/12/30/establishing-vendor-roles-data-breaches/.
24. See Ronald J. Gilson, Charles F. Sabel, Robert E. Scott, Contract, Uncertainty and
Innovation, in RULES FOR GROWTH: PROMOTING INNOVATION AND GROWTH THROUGH LEGAL
REFORM (2011) (discussing how traditional contracting techniques and traditional contract law
address problems of risk).
25. See Ronald J. Gilson, Lawyers as Transaction Cost Engineers (August 1997),
http://ssrn.com/abstract=11418 (examining the role of business lawyers as transaction cost
engineers whose function is to act as organizational intermediaries, designing transaction cost
efficient structures through which to carry out productive activities). See also Lisa Bernstein, The
Silicon Valley Lawyer as Transaction Cost Engineer?, 74 OR. L. REV. 239 (1995); Steven
Schwarcz, Explaining the Value of TransactionalLawyering, 12 STAN. J. OF LAW, BUS. & FIN. 486
(2007) (presenting quantitative research).
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what works for that deal, and what is effective for the greater good, incorporating
stakeholder values. Stakeholders should include affected shareholders, but also
consumers, third party companies and individuals, and society as a whole. Using
contract drafting as a methodology to affect change or improve society is not
new.26 The theoretical framework for contract negotiation must acknowledge the
27
vast legal literature on contract economics associated with the allocation of
costs,28 but then go beyond this history to tell a new story about how this theory

will work to advance under the auspices of new technologies.
A.

External vs. Internal Threatsfor Data Breach

Even before the final report on root cause analysis is complete, breaches
29
may be suspected to be caused by either internal or external threats. Internal
threats are often stereotyped as accidental such as when an otherwise trusted
company employee may leave their unencrypted, not password-protected laptop
in a taxi on the way to a meeting. This laptop is then easily opened and accessed
and anything on the hard drive is available to the next user. An employee could
introduce malware into their employer's network from a USB drive that is
infected with such malware. Parties' concerns about insider threat may manifest
in clauses devoted to employee background checks to eliminate at least
personnel with criminal backgrounds. A party to the contract has the strongest
argument for including an employee background check requirement in deals that
involve the introduction of the opposing party's personnel directly into another
company's physical facilities, or access behind the other company's firewall.
Professional service contracts, outsourcing, and data security forensic testing and
analysis contracts all present scenarios in which the other party's employees
would have, if not unfettered access to data, at least a reasonably possibility of
accessing the data intended to be kept secure from the outside world.30
External threat data breaches may occur as the result of an intentional attack
on a network, server, data storage facility, or database which an individual or

26. See Eric A. Posner, Economic Analysis of ContractLaw After Three Decades: Success or
Failure?, 112 YALE L.J. 829, 871 (2003) (describing the philosophy behind contract law and how it
has improved society).
27. See id. See also Benjamin E. Hermalin, Avery W. Katz & Richard Craswell, The Law
and Economics of Contracts (Handbook of Law and Econ., Working Paper No. 296),
http://ssrn.com/abstract=907678.
28. Gilson, supra note 25 at 508-14.
29. See Grant Hatchimonji, Report indicates insider threats leading cause of data breaches
in
last
12
months,
CSO
NEWS
(Oct.
8,
2013,
8:00
AM),
http://www.csoonline.com/article/2134056/network-security/report-indicates-insider-threatsleading-cause-of-data-breaches-in-last-12-months.html (describing the main issue with internal
breaches as ignorance).
30. See Mark Vernon,
Top five threats, COMPUTERWEEKLY
(April 2004),
http://www.computerweekly.com/feature/Top-five-threats (providing examples of external data
breaches).
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group of individuals access that network, server, data storage facility, or database
to capture, erase, view, destroy, or re-sell data. Ultimately, as the result of
investigation, neither party may be deemed responsible for an external threat
breach. Nevertheless, in the interest of efficiency, the contract may still assign
one party to be responsible for monitoring the data for breach and providing any
subsequent notifications. 31 This is usually the service provider who is hosting or
processing customer data.
B. Definitions of Personalvs. CorporateInformation
Corporate data is data that is owned by a company rather than any individual
32
employee or customer. Traditionally, such data may include trade secrets, sales
data as proprietary information, intellectual property still in development,
employment and employee data, and business processes that are the unique to
that entity.33 In drafting contracts, a corporate entity on either side may be
mostly concerned about losing or leaking valuable corporate data, or more about
losing the personal data with which they have been entrusted due to fear of
extensive liability for lawsuits, particularly class action lawsuits.34 Personal data
is data that would identify or be associated with an individual.35 A detailed
discussion of the definition of Personal Information is beyond the scope of this
Article, but parties to the contract will either define the term for the purposes of
the agreement by reference to healthcare or financial regulations as discussed
below, and/or include deal-specific information.

31. Service providers may be responsible for, in certain circumstances, "[d]etection of all
incidents that involve the confidentiality, security or integrity of company's data." Ellen Giblin,
Vendor roles before, during and after data breaches need nailing down, CYBER RISK NETWORK,
Dec. 12, 2014, http://www.cyberrisknetwork.com/2014/12/30/establishing-vendor-roles-databreaches/ (emphasis added). Needless to say, ferreting out these obligations should be a prime
consideration for the service provider's counsel less they become a "gift with purchase" (i.e.,
another free service added to the contract).
32. Danny Yadron, Five Simple Steps to Protect Corporate Data, WALL ST. J.
(April
19,
2015),
http://www.wsj.com/articles/five-simple-steps-to-protect-corporate-data1429499477?mg=id-wsj.
33. Ponemon
Institute,
VARONIS
(December
2014),
http://info.varonis.com/hsfs/hub/142972/file-2194864500-pdf/ponemon-data-breach-study.pdf
34. Rashid Fahmida, Weak security? Get ready to pay up, INFOWORLD (Sept. 21, 2015),
http://www.infoworld.com/article/2984952/security/weak-security-get-ready-to-pay-up.html
(providing an example of what can happen as a result of lawsuits if contracts are not drafted
effectively).
35. INFORMATION
COMMISSIONER'S
OFFICE,
DETERMINING
WHAT
IS
PERSONAL
DATA
QUICK
REFERENCE
GUIDE,
https://ico.org.uk/media/
for-organisations/documents/1549/determining what ispersonaldata quick referenceguide.pdf
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History of dataprotection law

Long before consumer privacy became a media darling, corporations were
36
concerned with keeping their information private. Nevertheless, the increasing
concern with the protection of European citizens' personal data after the
devastation caused by the collection of such information during World War II
led to the Universal Declaration of Human Rights in 194837 to declare individual
privacy a value in and of itself, separate from corporate and government interests
in security.
Historically, the legal principle espoused in the United States of a
"reasonable expectation of privacy" has been threaded through several cases.
The Fourth Amendment to the U.S. Constitution has a long and storied history as
a basis for claims of privacy violation, but it is insufficient as a stand-alone basis
for privacy against the onslaught of a new technology that has created an
expanded platform for accessing private information.38 In the United States,
privacy law has maintained a balance, usually weighed on a case-by-case basis,
between individual expectations of privacy and First Amendment
considerations 39 protecting rights of free speech and assembly. New technologies
upset this carefully weighted balance in the law and require parties drafting
contracts to forge agreement based on inadvertently anachronistic law, and
perhaps even outdated industry standards that have not yet begun to consider
where a new product or service might fit into the framework.
In order to craft a contract that ventures into uncharted territory, the parties
to a technology transaction may begin with network security language
baselines.40 In Section II, Contract Language Addressing Security, this Article
will examine the foundational language parties may use to address security
responsibilities in general. Section III of this Article will analyze the
implications of traditional and transformative language to assign liability and
seek indemnification for security lapses. Following, Section IV reaches the crux
of the matter, taking each element of a data breach clause or clauses in a
technology transaction contract and determining how, ideally, the parties to the

36. Compare Yadron, supra note 32 with INFORMATION COMMISSIONER'S OFFICE, supra
note 35.
37. G.A. Res. 217(111) A, Universal Declaration of Human Rights, art. 12 (Dec. 10, 1948).
"No one shall be subjected to arbitrary interference with his privacy, family, home or
correspondence, nor to attacks upon his honour and reputation. Everyone has the right to the
protection of the law against such interference or attacks."
38. See, e.g. the U.S. Supreme Court's increasingly untenable attempts to apply Fourth
Amendment standards (Katz test) to new technologies, including GPS in U.S. v. Jones, 132 S. Ct.
945 (2012), heat sensing devices in Kyllo v. U.S., 533 U.S. 27 (2001), and cell phones in Riley v.
California, 134 S. Ct. 2473 (2014).
39. Sec. 103. Constitutional Considerations, "Unmanned Aircraft Systems Privacy Act of
2014," ("Act") Staff Working Draft, September 18, 2014, 113th Cong., 2d Session.
40. See infra Part III.
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contract may reach an agreement that protects from the economic ravages of a
significant data breach. Section V introduces pending legislation, and the effect
such legislation may have on existing contract language.
II.

CONTRACT LANGUAGE ADDRESSING SECURITY

At the onset, a contract between two parties engaged in a technology
transaction certainly should include provisions regarding general data security
policies and procedures. 41 These negotiations can begin with a mantra that
security is a positive force in the deal, rather than a negative one, regardless of
whose "paper" or template contract starts the negotiations. From the service
provider's perspective, a company offering a solid and comprehensive
information governance program can espouse this program as part of its
42
attractive and competitive offerings to customers.
From a customer's
perspective, engaging a new service provider or vendor requires due diligence
with regard to security systems and security provisions in the contract.43 A rather
detailed checklist for evaluating third party security of financial organizations,
which acts as a due diligence for the selection process, is provided by the Federal
Financial Institution Examination Council (FFIEC). The FFIEC is a "formal
interagency body empowered to prescribe uniform principles, standards, and
report forms for the federal examination of financial institutions by the Board of
Governors of the Federal Reserve System (FRB), the Federal Deposit Insurance
Corporation (FDIC), the National Credit Union Administration (NCUA), the
Office of the Comptroller of the Currency (OCC), and the Consumer Financial
Protection Bureau (CFPB), and to make recommendations to promote uniformity
in the supervision of financial institutions." 44 This Article would add to this list a
bullet point to check for adequate cost of cover allocation of liability in the
template or negotiated provisions of the agreement.
In addition to protecting against security systems failure, including data
breach, a program for security designed by experts and implemented by

41. See FEDERAL FINANCIAL INSTITUTIONS EXAMINATION COUNCIL, INFORMATION
TECHNOLOGY EXAMINATION HANDBOOK: OUTSOURCING TECHNOLOGY SERVICES A-4-5 (2004),
http://ithandbook.ffiec.gov/ITBooklets/FFIECITBookletOutsourcingTechnologyServices.pdf
(listing several factors that an examiner should evaluate when entering into a contract to outsource
technology services) [hereinafter OUTSOURCING TECHNOLOGY SERVICES].
42. OUTSOURCING TECHNOLOGY SERVICES, supra note 41 at 1-2 (stating that outsourcing of
technology may reduce costs for customers).
43. See FEDERAL FINANCIAL INSTITUTIONS EXAMINATION COUNCIL, INFORMATION
TECHNOLOGY EXAMINATION HANDBOOK: MANAGEMENT 46 (2015), [hereinafter MANAGEMENT],
http://ithandbook.ffiec.gov/media/210375/managementbooklet2015.pdf (outlining the duties of an
institution's management if the institution contracts for technology service providers;
OUTSOURCING TECHNOLOGY SERVICES, supra note 41, at 3 (stating that the responsibility for
properly overseeing outsourced contracts lies with the institution's board of directors).

44.

Id.
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professionals facilitates the deal. Further, this security program should be
reflected in written policies, including at least one version of the policy that is
available for customer perusal, with or without a Non-Disclosure Agreement
45
(NDA) as necessary. It is not unusual in a Request for Proposal (RFP) from a
potential customer to include a request to review security policies, a request for
template contract language offering security reassurances, and/or a detailed
46
security questionnaire. The security questionnaire portion of the RFP may be
repeated annually, creating in essence an audit or certification program of the
provider.47 The customer may then use this information to choose a service
provider.
In many cases, two large and equally experienced companies will have
competing security policies, or at least policies that need to be justified. A data
security provision may begin with the allocation of responsibility for data
protection, generally, "Security is a shared responsibility," or language to that
effect, and then go into additional detail about who has responsibility for
providing security personnel, checking the network's integrity and
48
interconnections on a specific timeline, and other general security measures.
The Health Insurance Portability and Accountability Act that was passed by
Congress in 1996 (HIPAA) "establishes national standards to protect
individuals' medical records and other personal health information and applies to
health plans, health care clearinghouses, and those health care providers that
conduct certain health care transactions electronically." 49 Further, HIPAA
specifically prescribes data security for this intensely personal information.o
This regulatory scheme while sectorial rather than comprehensive in nature is a
rare beacon in a privacy regulatory scheme that looks like an endless series of
Venn diagrams of overlapping but not coherent regulations. 5 ' Therefore, a fair

45. See DANA B. ROSENFELD & ALYSA ZELTZER HUTNICK, KELLEY DRYE & WARREN LLP,
DATA
SECURITY
CONTRACT
CLAUSES
FOR
SERVICE
PROVIDER
ARRANGEMENTS
(PRO-CUSTOMER),
14
(2011),
http://www.kelleydrye.com/
publications/articles/ 1502/_res/id=Files/index=0/RosenfeldHutnikData+Security+Contract+Claus
(stating that when drafting or
es+for+Service+Provider+Arrangements+(Pro-customer).pdf
negotiating data security clauses an institution should consult with an information security or
privacy lawyer).
46.

ROSENFELD ET AL., supra note 45 at 14.

47. Id.
48. See OUTSOURCING TECHNOLOGY SERVICES supra note 41 at A-4 (stating that a contract
to outsource technology services should detail the rights and responsibilities of both parties);
ROSENFELD ET AL., supra note 45 at 13 (outlining provisions for a customer's oversight of a
service provider in a data security contract).
49. U.S. DEP'T OF HEALTH AND HUMAN SERVS., HEALTH INFORMATION PRIVACY: HIPPA
PRIVACY
RULE
1
(2015),
http://www.hhs.gov/hipaa/for-professionals/privacy/index.html
[hereinafter HIPPA Privacy Rule].
50. Id.
5 1. See ROSENFELD ET AL., supra note 45 at 2 (stating that specific laws including HIPPA
can impose certain requirements on parties to a data contract clause).
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amount of baseline industry standards for data security of healthcare
information, whether covered or not by HIPAA, as well as broader personal data,
are incorporated in contractual language.52 In some cases, there will be a direct
reference in a template agreement to HIPAA regulations as a minimum security
standard. More specifically, the agreement may attach as an exhibit or
incorporate by reference obligations imposed upon one of the parties as a
business associate to a regulated entity under HIPAA.53
In a similar fashion, the Gramm-Leach-Bliley Act's (GLBA) requirement 54
that applicable companies have a written information security plan has fashioned
contracts that either make reference to such a document or, if a party demands it,
includes the document as an exhibit and incorporates those protocols by
reference into the agreement. A written security plan will usually outline the
technical security policies of the company under GLBA regulation, including
network and physical security standards. In addition to the written plan, the
GLBA Safeguards rule requires a point of contact to manage the plan and
respond to requests for information. This personnel requirement has not only
generated a flood of job ads for C-suite privacy and data security officers, but
has also inspired the contractual requirement to have such a contact on hand to
implement the contractual security requirements even in the absence of GLBA
application to the particular data contained in the deal for which the contract was
56
signed. Similarly, GLBA standards have filtered into the mainstream with
regard to increasing requests in data-intensive technology contracts for testing
and audit procedures specified in the contract sub-clauses under the provision for
security.
In the contract, each company may be obligated to take certain measures to
reduce the likelihood of a data breach, to reduce or mitigate the impact should
one occur, and to help customers recover from a data breach that involves their
personal information. Also, each company may be responsible for certain
physical and network security activities to protect their own data and data in
transit between the parties in addition to maintaining industry standards
generally accepted to reduce the incidence of data breach. Each party to the

52. See id; U.S. DEP'T OF HEALTH AND HUMAN SERVS., HEALTH INFORMATION PRIVACY:
BUSINESS ASSOCIATE CONTRACTS 1 (2013), http://www.hhs.gov/hipaa/for-professionals/coveredentities/sample-business-associate-agreement-provisions/index.html (stating that "HIPPA Rules
generally require that covered entities and business associates enter into contracts with their
business associates to ensure that the business associates will appropriately safeguard protected
health information") [hereinafter BUSINESS ASSOCIATE CONTRACTS].
53. See BUSINESS ASSOCIATE CONTRACTS, supra note 52 at 1.

54.

Gramm-Leach-Bliley Act (Financial Services Modernization Act of 1999), 14 U.S.C.

§§ 6801, 6809 (2012).
55. See ROBERT J. SCOTT & ADAM W. VANEK, COMPLYING WITH THE GLBA PRIVACY AND
RULE, http://www.scottandscottllp.com/resources/ArticleComplyingGLBA.pdf
(last visited March 26, 2016).
56. 16 C.F.R. § 314.4 (2002).
SAFEGUARDS
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contract will make representations with regard to security under the general
categories: we will collect data legally and use the data we collect in compliance
with law and regulation, we will develop and maintain a reasonable information
security policy, we will transfer data to third parties with permission and across
borders in accordance with international treaties and regulations, and we will
destroy data as described in the contract or per our usual document retention
policy.
These measures may include declarations and assumptions that no entity is
entirely immune from a data breach and that protocols must be developed or
adhered to in order to mitigate damages to the other contracting party, to
vendors, and to the public. The contract may have provisions that require the
party providing the data to identify and inventory the data it brings to the deal. In
an outsourcing contract where the service provider contracting party is storing or
processing the data, it may ask the data owner to create a data map, showing how
data is collected, what type of data is stored and in transit, and where the data is
currently housed. The recipient of the data may require that the data be sent
encrypted, particularly if it is expecting secure transmission and storage of
sensitive personal data. A company engaged in the business of data storage or
processing may ask for detail about where the data has originated, including with
third party vendors.
From the customer's point of view, it may require that the data collector,
processor, or storage company follow the principles of data minimization. In
other words, the amount of data collected should be the minimal amount of data
necessary to complete the deal. Data should be kept for no longer than necessary,
and further, each company may have entrenched internal policies describing the
methodologies of data destruction.
The attorneys for each company must look at the contracts their clients have
with third party vendors such as cloud storage and network service providers,
and see if the company has adequately protected itself in this new contract with
affirmative flow downs of its security provisions. In the alternative, contracts
may include general representations that the other companies that touch its data
have followed industry standards in protecting that data. Flow downs work in the
other direction as well, and once the new contract is signed, each party's
attorneys will have to perform due diligence to ascertain if the new contract
imposes any additional obligations on its relationship contracts with preexisting
vendors and customers. This is an expensive and arduous process when there are
multiple vendors. In order to minimize the rigor of this contractual due

57. California law requires contracts to flow down reasonable security procedures to
subcontractors to protect personal information. Also, in a fortuitous coincidence of law and
practicality, this effort makes good business sense. See CAL. CIV. CODE § 1798.81.5.
58. "Modifying secondary third party contracts to address each business customer's demands
may indeed cost a service provider more, not just in terms of effort but also in actual cost. As a
practical matter, most third party agreements have not expired at the moment a business customer
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diligence, the parties may seek to use time-tested provisions of limitation of
liability and indemnity, although, as shields, these clauses only work as well as
they are drafted.
III. CONTRACT LANGUAGE ADDRESSING LIABILITY AND RISK ALLOCATION
A.

Limitations ofLiability

Limitation of liability 59 clauses are the essence of any technology contract in

that without this clause, the product or service is unlikely to be offered to the
60
customer. Why is this? In many cases, the alternative would be taking on
potentially enormous consequences in the form of an obligation to recompense
61
another party for consequential damages in return for a small stake in a deal.
For example, a small service provider may be offering software to provide call
center services to a large corporation, and the software may have a small glitch
that causes the large company's system to go down. In return for a few thousand
dollars, the small developer or software distributor is on the hook for a few
million.
Considering the discussed scope and magnitude of the current swath of data
breaches, service providers may consider something more specific than an
overall limitation of liability for the multiplicity of unspecified problems that
62
may arise under the contract. Customers, on the other hand, might favor using
some of the optimistically magical contract language such as "Notwithstanding
the above limitation," or simply "However," and attempt to insert affirmative
liability language for the service provider for data breach. These customerrequested carve-outs for data breach most concern service providers when they

introduces sub-privity language, so service providers may need to amend or modify existing
agreements
with
third
parties."
Charlotte
Tschider,
Experimenting with
Privacy:
DrivingEfficiency through a State-Informed FederalDataBreach Notification and DataProtection
Law,
TUL.
J.
TECH.
&
INTELL.
PROP.
(forthcoming
2016),
https://www.academia.edu/14093841/Experimenting with PrivacyDriving Efficiency through a
State-Informed Federal DataBreachNotification andDataProtectionLaw.
59. Never abbreviated as "LOL," but only "LoL." Even then, these clauses belie their
humorous notation and often make for some of the most serious of contract negotiations, involving
extensive time and effort.
60. See DAVID W. TOLLEN, THE TECH CONTRACTS HANDBOOK: SOFTWARE LICENSES AND
TECHNOLOGY SERVICES AGREEMENTS FOR LAWYERS AND BUSINESSPEOPLE 108-09 (2010)
(explaining that limitation of liability clauses "appear in almost all software and services contracts"
and why software and IT services providers "insist on" limitations of liability).
61. "The feature of the IT industry that makes it so profitable makes limitation of liability
standard. That feature is scalability [italics in original]. Information technology is an unusually
scalable tool: it can be used to achieve goals geometrically more valuable than the tool itself." Id. at

108.
62.
clauses).

See id. at 108-09 (discussing some of the factors that go into negotiating limited liability
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are worded to impose liability without indication of any required fault on the part
of the service provider, for example, without including language describing the
usual standards for fault: intentional, willful, grossly negligent or negligent.
It is therefore crucial to look at who has control over the data in order to
63
negotiate a limitation of liability clause. In the case of a data breach caused by
outside forces, parties with interconnecting networks may have had an equal
opportunity to protect the transmitting data from a security breach. In the case of
a large outsourcing provider offering full takeover services to a nontechnical
company or members of the public, the provider may have significantly more
control over the data and be in better situated to avoid security incidents. In
contrast, a technical customer with highly sensitive data might be required by a
contract or simple self-preservation to encrypt its data, and might be held to
64
some liability for not doing so. However, in most contracts, balance between
the provider and the customer is such that there is some shared responsibility for
security, and the liability language will reflect a balancing of these interests
rather than a one-sided allocation of liability for the contract.
As with many of the general limitation of liability negotiations, these
extreme positions are usually resolved, although sometimes after extensive
negotiations. Negotiations will usually involve discussing the value of the deal to
each party versus the potential consequences of the product failure. Many of
these negotiations resolve to the satisfaction of the contracting parties using one
or more of these techniques: (1) making unilateral limitations of liability mutual,
(2) reducing the scope of liability by stating that certain types of damages are
excluded and therefore left to the party incurring the damages to remedy
65
themselves, (3) coming up with a dollar figure to assign liability to each party,
(4) leaving liability as is but deferring to representations of cyberinsurance,
and/or (5) building in alternative dispute resolution procedure such as arbitration
or mediation prior to filing a lawsuit.
B. Indemnification
Parties who enter a technology contract without a specific reference to
liability for the financial consequences of data breach are often hoping not only
that they will not be liable for the other party's damages, but also that the other

63. See id. (explaining that some limitations of liability contract clauses protect both parties
and that drafters of the clauses can easily make the language two-way, so as to protect both parties).
64. See id. at 108-09, 128-132 (explaining the important factors that go into negotiations
over limited liability clauses).
65. Absolute dollar caps as limitations of liability are further discussed herein in the section
devoted to "liability caps."
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66

party will indemnify them for such damages.
Indemnifications are made
separately from limitation of liability and do not necessarily incorporate any of
the data breach discussions in other paragraphs of the agreement, unless they are
67
specified as such in the contract.
Indemnification clauses are also, not
incidentally, the first to be listed as carve-outs from limitation of liability
provisions in that indemnification is composed of assumed obligations under the
contract, including bringing adequate intellectual property, confidentiality,
61
and/or security to the table.
As in the discussions of how to craft the limitation of liability section of the
contract, the crucial issue for indemnification is the balance of control. If the
service provider is offering the customer an end-to-end outsourced network, the
provider does indeed have the majority of control over the data.6 9 If the service
provider is actually providing security monitoring and data breach notification
services to the customer, again, the balance of control tips towards the provider.
On the other end of the equation, the provider may be a simple storage facility,
cloud or terrestrial, in which the customer may provide to its host provider a
variety of unknown data, which could be as actionable as child pornography or
stolen identity information, and in that case the customer should be offering
indemnification. In these extreme situations, the provider may offer an
indemnification clause that specifically calls out an indemnity for data breach,
but still only with some volition on the part of the provider rather than offering
coverage under a strict liability standard.70
Because it's often difficult to ascertain the cause of a data breach, never
mind find and pursue legal action against the bad actors in a hacking scenario,
indemnification clauses and even carefully-worded limitation of liability clauses
are imperfect methodologies for assigning the costs of cover for a data breach.
Better yet, a separate subsection for cost of cover for data breach can describe
the data breach and assign responsibility for each of the activities and costs
associated with responding to a data breach.

66. For further discussion of these areas of negotiations in limited liability clauses, see
TOLLEN, supra note 60, at 109-14 (discussing the types of damages, dollar caps, and liabilities
commonly found and agreed upon by parties in limited liability clauses).
67. See id. at 102-08 (discussing the use of indemnification clauses in technology contracts
and the distinction between indemnification and limited liability clauses).
68. For further discussion, see id. at 102-08.
69. See id.
70. Meaning that if a data breach occurs, for whatever reason, the provider will indemnify the
customer. Rarely, a customer with superhuman bargaining power (e.g. a large deal or deal-breaker
stance) will ask for and obtain a clause that protects the customer from its own mistakes an "idiot
proof' network. Id. at 134.
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IV. CONTRACT LANGUAGE (MORE SPECIFICALLY) FOR COST OF COVER

A.

DefinitionsofBreach vs. Security Incident

A security incident7 ' is the tropical storm to the data breach hurricane. It
may or may not advance to gale force winds. For example, data may have been
released, but has not yet reached any unauthorized users. Crossing the threshold
from security incident to data breach happens at different points in the timeline
and with different criteria according to each state law. Additionally, there may be
security incident versus data breach definitions in each negotiated contract which
will often not default to state law but rather to a specific definition based on
industry standards, individual company policies, or perhaps the parameters of the
negotiated deal. In many of these enumerated instances, encrypted data, even if
released to the public, may not be considered as part of a data breach.
Nevertheless, it is worth noting that currently encrypted data is not completely
72
immune from later unencryption, either intentionally or unintentionally.
B. Types of DataInvolved
The contract will consider all corporate and customer data from each party
that is worthy of some layer of protection from the outside world, but some types
of personal data may be in need of an extra layer or two of security. Regulated
personal data,73 in particular, should be called out in the contract, defined, kept
separate from corporate data, and perhaps encrypted in transit. Regulated data

71. Defined by the U.S. Federal National Institute of Standards and Technology (NIST) as
"[a]n occurrence that actually or potentially jeopardizes the confidentiality, integrity, or availability
of an information system or the information the system processes, stores, or transmits or that
constitutes a violation or imminent threat of violation of security policies, security procedures, or
acceptable use policies." RON Ross ET AL., NATIONAL INSTITUTE OF STANDARDS AND
TECHNOLOGY, U.S. DEPARTMENT OF COMMERCE, PROTECTING CONTROLLED UNCLASSIFIED
INFORMATION IN NONFEDERAL INFORMATION SYSTEMS AND ORGANIZATIONS, NIST SPECIAL
PUBLICATION
800-171
B-3
(June
2015),
http://nvlpubs.nist.gov/nistpubs/

SpecialPublications/NIST.SP.800-171 .pdf (emphasis added).
72. See,
e.g., BAKER & HOSTETLER LLP., DATA
BREACH
CHARTS
(2015),
http://www.bakerlaw.com/files/Uploads/Documents/Data%/`2OBreach%/`20documents/DataBreach_
Charts.pdf (presenting a fifty-state survey on data breaches).
73. Regulated personal data in the United States falls into sectorial regulations, as follows:
"(1) The 'Health Insurance Portability and Accountability Act (HIPAA)' imposes requirements on
the healthcare industry to notify impacted patients if their health records have been compromised.
(2) The 'Gramm-Leach-Bliley Act' requires financial institutions to notify customers about a data
breach. (3) Securities and Exchange Commission (SEC) regulations and the 'Sarbanes-Oxley Act'
impose certain obligations on publicly traded companies in the event of a data breach." NUMAAN
HUQ, TREND MICRO, FOLLOW THE DATA: DISSECTING DATA BREACHES AND DEBUNKING MYTHS
43
(2015),
http://www.trendmicro.com/cloud-content/us/pdfs/security-intelligence/whitepapers/wp-follow-the-data.pdf.
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categories include medical personal information protected under HIPAA74 , i.e.
Protected Health Information (PHI),
Personally Identifiable Information
(PII),76 financial personal data,

payment card industry controls under Payment

'

Card Industry Data Security Standard (PCI DSS), and in a variety of
jurisdictions, personally-identifiable data like Social Security Number (SSN) that
could be used for identity theft or other financial fraud, and other sensitive
information including religion or political affiliation, or sexual activity.7 8 Over
the last few years, despairing of U.S. federal legislation on data protection,79
contracts may include a reference to the European Union Data Protection
Directive 95/46/EC,so even if data is not necessarily destined for the EU, as a
minimum standard for protection. The types of information that are defined as
worthy of protection vary by state, country, or sectorial regulation.8
When there's "no statutory definition for highly-sensitive personal
information"82 to rely upon, the parties to the contract will often craft definitions
hybridized from the above-mentioned standards, and add other categories that
suit the individual transaction.
The parties may draft differing standards regarding protection of data based
on where the data is located, how it may be accessed, or whether it is stored or
communications data. Jurisdictional considerations for categorizing data may
limit a party to the contract's access to some or all of the data involved in the
transaction. For example, some data may be literally inaccessible to employees

74. HIPAA requires a "covered entity" to have administrative, technical, and physical
security to protect regulated personal data. See U.S DEPT. HEALTH AND HUMAN SERVS., SUMMARY
OF
THE
HIPPA
PRIVACY
ACT
14
(2013),
http://www.hhs.gov/sites/
default/files/privacysummary.pdf

75.

See id, at 3.

76. See, e.g., ERIKA MCCALLISTER ET AL., NAT'L INST. OF STANDARDS AND TECH., GUIDE
TO PROTECTING CONFIDENTIALITY OF PERSONALLY IDENTIFIABLE INFORMATION (PII), at ES-1

(Apr. 2010), http://csrc.nist.gov/publications/nistpubs/800-122/sp800-122.pdf.
77. See generally Gramm-Leach-Bliley Act, Pub. L. No. 106-102, 113 Stat. 1338 (1999)
(requiring financial institutions to explain their information-sharing practices to their customers and
to safeguard sensitive data).
78. See
About
Us,
PCI
SECURITY
STANDARDS
COUNCIL,
https://www.pcisecuritystandards.org/about us/ (last visited Feb. 12, 2016).
79. See infra Part V.
80. See Data Protection: Council Agrees on a General Approach, EUROPEAN COUNCIL,
COUNCIL
OF
THE
EUROPEAN
UNION,
http://www.consilium.europa.eu/en/press/pressreleases/2015/06/15-jha-data-protection/ (last visited Feb. 12, 2016).
81. See DAVID W. TOLLEN, THE TECH CONTRACTS HANDBOOK: SOFTWARE LICENSING AND
TECHNOLOGY SERVICES AGREEMENTS FOR LAWYERS AND BUSINESSPEOPLE 201 (2010); See, e.g.,
NAT'L ASSOC. OF COUNTIES, OPEN RECORDS LAWS: A STATE BY STATE REPORT (2010)
http://www.naco.org/sites/default/files/documents/Open%`20Records%/`20Laws%/`20A%/`20State%/`20

by%20State%20Report.pdf
82. DANA B. ROSENFELD ET AL., DATA SECURITY CONTRACT CLAUSES FOR SERVICE
PROVIDER
ARRANGEMENTS
(PRO-CUSTOMER)
4
(2011),
http://www.kelleydrye.com/
publications/articles/1502/_res/id=Files/index=0/RosenfeldHutnikData+Security+Contract+Claus
es+for+Service+Provider+Arrangements+(Pro-customer).pdf.
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of one party if the data is located in a server in another country, behind a
firewall, or both. In that scenario, the party housing that data has a fair argument
that it is not required to offer protections under the contract for that data. Data
may be captured while in transit, as when communications transmit over a
network, or while stored or resting in a database or server, even fleetingly. In the
case where data isn't intentionally transmitted to another party, but the nonowning non-storing party could get access to that data remotely, then there may
be need for data protection offers by both sides.
Some contracts try to sidestep the issue of liability for Personally
Identifiable Information (PII) entirely, using the following declarative and
optimistically operative language:
"Customer recognizes and agrees that: (a) Vendor has no liability
for any failure to manage or protect PII, including without limitation as
requiredby applicablelaw [italics added]; and (b) Vendor's systems are
not intended for management or protection of PII and may not provide
adequate or legally required security for PII." 83
Even with a fantastically sincere promise that the customer in this agreement
will not send PII, will indemnify the vendor service provider if it does so, and
will never ever pursue the service provider for data breach, it will be difficult for
the service provider to claim immunity from FTC basic security assumptions
and/or customer claims that the vendor service provider should have known it
would have potential access to PII regardless of efforts to the contrary. At best,
the contract can shift responsibility between or among the parties to the party
most likely to have control of the regulated data, or the party that is most closely
aligned with the particular regulation, for example, a party that is already
regulated as a business associate pursuant to HIPAA for the healthcare data it
stores. As an added layer of protection, one or both parties may agree to
encryption, physical security, and/or passwords for highly sensitive or regulated
data.8

4

Finally, this section of the agreement may include or may reference
ownership of data issues. It is important to note that intellectual property
concerns are both beyond the scope of this paper and separate from data
protection issues.

83.

TOLLEN, supra note 60, at 99.

84.

See, e.g., id. at 204.
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C. Information Sharing
1.

Audits

Within a general audit provision, or separately in the data breach cost of
cover section, parties may include language describing a series of activities
associated with assuring that each party is meeting its obligations under the
contract.8 5 Audit provisions for overall contract compliance standardly allow
annual audit of the other party's facilities or services, and may include annual
reporting as well. Security audit86 may be more circumspect, only allowing
outsider access to secure facilities with notice, with escort, and with other
limitations. Service providers who are providing data storage or processing for
multiple customers may be especially concerned about audits if the audit would
access their other customers' information, and they would offer countermeasure
clauses designed to wall off these protected areas or databases from third party
audit. 7

2.

Notice provisionsfor contractingparties

When a breach does occur, the first contract contingency is that the party
that becomes aware of the breach must, within a set amount of time," alert an
identified incident response team. 89 The response team ideally contains
personnel from both contracting parties, but at a minimum contains one point of
contact from each of the contracting parties. That joint team, or each party's

85. See, e.g., Assoc. OF CERTIFIED FRAUD EXAM'RS, INC., SAMPLE RIGHT-To-AUDIT
(2012), http://www.acfe.com/uploadedFiles/ACFEWebsite/Content/documents/sampledocuments/sample-right-to-audit-clause.pdf.
86. Usually by reference to a specific security standard such as an "Independent audit of
management's description of a vendor's system and the suitability of the design and operating
effectiveness of controls, in the form of a Statement of Standards for Attestation Engagements # 16
("SSAE # 16") Type II review." Ted Kobus et al., Avoid Data Breaches with Better Vendor
Contracts, LAW360 (Jan. 24, 2013, 12:49 PM), http://www.1aw360.com/articles/409484/avoid-databreaches-with-better-vendor-contracts.
87. See, e.g., IT Security Audit, TRACESECURITY, https://www.tracesecurity.com/services/itsecurity-audit (last visited Feb. 13, 2016).
88. The timing issue for notice among parties is often contentious and time-consuming in
negotiations. Parties may wind up with a pseudo-litigation situation in which each party presents
evidence to the other that their time limitation is supported by technical requirements. One party
pushes for "immediately," the other for "promptly," one side asks for 24 hours' notice, the other for
48 hours. There is also the issue of knowledge, as in who finds out about the breach and how,
whether the incident rises to the level of breach and how much investigation is required before
notice occurs. In nearly all cases, these issues are resolved between the parties rather than by
reference to external legal standards. For example, a 24-hour notice may provide: "[N]otify
Customer of a Security Breach as soon as practicable, but no later than [twenty-four (24)] hours
after Service Providerbecomes aware of it." See DANA B. ROSENFELD ETAL., supra note 45 at 10.
89. See id.
CLAUSE
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separate personnel, should begin to investigate the cause of the breach and to
identify the category and quantity of the compromised data.
Certain contracts have enhanced provisions for party-to-party notice, such as
those contracts involving the outsourcing of network function, professional
services and security services, or cloud services. In each of these agreements, the
parties may acknowledge that one party has substantially more control and
knowledge regarding the contingency of a data breach, and correspondingly, the
requirement for notice of data breach may be unilaterally imposed on one
party.

90

D. Compliance notices to media and government entities
Individual state laws regarding data breach may or may not include whether
law enforcement, government agencies, or the media must also be notified of the
breach. Several industrious experts have sought to collect91 and cross-reference92
the multiple and often conflicting laws on when and whether to notify media,
government, and law enforcement entities.93 While the costs associated with
these notices might tally a smaller amount than customer notices, they may
involve engaging additional media advisors 94 or criminal law counsel.95
E. Timing of Customer Notices
The majority of states have enacted laws that require the company that stores
96
or processes data to notify customers affected by a data breach. Agreements
will generally allude to compliance with laws and/or will state in a separate
paragraph under choice of laws the state law the parties intend to apply to the
contract. However, in the case of data breach, simply designating a state law to
apply to the contract is insufficient to address the situation as a number of state

90.

See Security Breach Notification Laws, NAT'L CONFERENCE OF STATE LEGISLATURES,

http://www.ncsl.org/research/telecommunications-and-information-technology/security-breachnotification-laws.aspx (last visited Feb. 13, 2016).
91.

STU INGIS & MILO CIVIDANES, DATA BREACH NOTIFICATION LAW HANDBOOK, PART

II, VENABLE LLP (2014).
92.

SOLOVE & SCHWARTZ, supra note 21.

93. See Security Breach Notification Laws, supra note 90.
94. The decision by counsel for the breached company may be to not notify the media or the
authorities, and instead to deal with the matter internally. "When it comes to insider attacks
specifically, three-quarters of the time companies deal with the matter internally and do not disclose
the incident to authorities, according to a 2014 cybercrime survey by Carnegie Mellon University."
John F. Stephens, The Rise of Cyber-Extortion, and How to Fight Back, CORPORATE COUNSEL
(Sept. 23, 2015), http://www.corpcounsel.com/id=1202737952410/The-Rise-of-CyberExtortionand-How-to-Fight-Back#ixzz3mb0sx73W.
95. Criminal implications of each data breach must be separately evaluated pursuant to
federal law. See, e.g., 18 U.S.C. § 1030 (2008), and each of the relevant state laws.
96.

INGIS & CIVIDANES, supra note 91; SOLOVE & SCHWARTZ, supra note 21.
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laws will apply to a data breach affecting that state's residents regardless of the
provisions of the contract. Most state laws on data breach focus on the
requirements for notifying customers by establishing threshold requirements for
the notices. The thresholds usually specify the minimum number of customers
and types of data affected to trigger notification requirements, and the timing for
the notices.9 7
On the federal level, a number of legislators have proposed bills9 that would
require companies subject to data breach to provide customer notices regardless
of state of origin or location of customers. If any of the federal laws proposed are
enacted and specifically preempt state laws, we would have a true national
standard. However, most of the suggested bills either allow state laws to stand if
more protective, and carve out exceptions for existing data breach regulation
under HIPAA for healthcare related data breaches, and for financial data
breaches already covered under other regulation, or both. This would merely add
another layer of regulation to the existing spreadsheet of duties required after a
data breach.
F. Mitigation and Remediation
The contract provision on party notification may include additional actions
that the notifying party must take with regard to mitigating and remediating the
breach if the breach was on their network or in their database. For example, the
point of attack must be re-secured and any data leaks must be sealed. 99 Smaller
companies or those who chose not to devote the resources to maintain full-time
breach response teams may hire contractor forensic companies to perform these
services, either in response to a breach, or as a preparatory measure.1fo
Particularly cautious parties may insist on additional audit rights if a breach has
occurred, or the appointment of a neutral third-party to investigate the breach on
behalf of both contracting parties.
G.

Cost CategoriesEnumerated

The cost of responding to a data breach are listed in this section, but
additional costs may be added to address specific needs of the transaction, such
as incorporating data associated with HIPAA, described above, or the Children's
Online Privacy Protection Act (COPPA)101 for children's data. Also, the parties

97. Id.
98. See, e.g., S. 117, 114th Cong § 3. (2015). For further discussion of the consequences of
federal legislation, see infra Part V.
99. See id.
100. See generally id.
101. See generally COPPA- Children's Online Privacy ProtectionAct, http://www.coppa.org.
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may come to the table with additional requests to add to this category.
Depending on the bargaining balance of power between the parties, or simple
bravado on the part of one party's counsel, a party may bring a sweeping request
to the negotiations to be compensated for all costs of a data breach, categories
unspecified.1 03 If the opposing party with lesser bargaining power does want the
deal desperately and agrees to a simple cost of cover section, it may be able to
negotiate a liability cap to that provision as discussed below.
One way to reduce the categories of costs of a data breach in the contract
would be to defer some categories to insurance.1 04 What is covered by
cyberinsurance? The answer is not everything. A typical policy may cover
"Contacting customers whose data has been breached. Offering identity theft
protection. Hiring IT experts to find the cause of the cyber attack or breach.
Hiring PR firms to oversee the company's response to the breach."', 0 5 Missing
ingredients from this formula for coverage include lost present revenue and
potential business, and the many charming and clever responses breached
companies engender to get back in their customers' good graces.106 Recent court
cases have indicated that these friendly gestures and goodwill settlements may
not be covered by insurance. o7

102. Pillsbury advises its client who are customers to ask for, ... . within supplier agreements,
the types of damages that are reimbursable by the supplier as 'direct damages', to the extent
resulting from a data breach. For example, potential costs might include: (i) the notification
costs/letters to affected customers informing them of the data breach; (ii) establishment of a call
center/1-800 number to provide information to affected customers; (iii) costs for credit monitoring
services; (iv) costs of identity restoration services or fraud resolution services; (v) costs of identity
theft insurance provided for the benefit of affected customers; (vi) reimbursement for credit freezes;
and (vii) fees/expenses associated with investigating and responding to a data breach." Benjamin
Dean, Addressing Cyber Attacks & Data Breaches in Supplier Contracts, SOURCINGSPEAK
(PILLSBURY
LLP)
(Apr.
10,
2015),
http://www.sourcingspeak.com/
2015/04/addressing-cyber-attacks-data-breaches-in-supplier-contracts.html.
103. For example, a customer might ask that the following language be added to the
agreement: "Service Provider shall reimburse Customer for actual [reasonable] costs incurred by
Customer in responding to, and mitigating damages caused by, any Security Breach, including all
costs of notice and/or remediation pursuant to Section [x]." ROSENFELD ET AL., supra note 45 at 11.
104. See Ponemon Institute's 2015 Global Cost ofData Breach Study Reveals Average Cost of
Data Breach
Reaches
Record
Levels,
PR
NEWSWIRE
(May
27,
2015),
http://www.prnewswire.com/news-releases/ponemon-institutes-2015-global-cost-of-data-breachstudy-reveals-average-cost-of-data-breach-reaches-record-levels-300089057.html
105. Max Schleicher, DataBreach Costs Your Insurance Won't Cover, TECHINSURANCE (Jan.
20, 2015), http://www.techinsurance.com/blog/cyber-liability/data-breach-costs-your-insurancewont-cover.
106. For example, Sony offered Playstation games and discounts. Max Schleicher, Data
Breach Costs Your Insurance Won't Cover, TECHINSURANCE
(Jan.
20, 2015),
http://www.techinsurance.com/blog/cyber-liability/data-breach-costs-your-insurance-wont-cover.
107. For the results of survey research on the issue of personal valuation of data, see generally
NUMAAN HUQ, FOLLOW THE DATA: DISSECTING DATA BREACHES AND DEBUNKING MYTHS:
TREND MICRO ANALYSIS OF PRIVACY RIGHTS CLEARINGHOUSE 2005-2015 DATA BREACH
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At a minimum, then, the following costs of cover should be considered for
contract inclusion:
1. Cost of Investigation and Forensic Analysis
2. Restoration of data. Parties may be required by cost of
cover provisions to restore lost data to the network after a
breach. Restoration of data that has been removed from a
database is a lesser standard than recreation of the data,
which would involve significant expenditure of time and
effort. There is an interesting dichotomy between corporate
valuation of lost data, which would be the relevant value
for B2B contract negotiations as discussed herein, and
consumers' assignations of value to their personal data, 0 8
worthy of separate research.
3. Customer Notices. While the content of a notice may vary
by state by state requirements, the essence of the notice
should be that, "organizations should be prepared to
respond quickly to an incident with a sincere apology to
affected customers, clear guidance on how they can protect
themselves and details on what the company is doing to
remedy the issue."'1 09
4. Identity Theft Protection Services. A party may offer this
remedy as the exclusive remedy for breach. It is important
to remember, however, than financial remedies are often
not sufficient or even relevant to the victims of the breach
if reputational concerns exceed the monetary value of the
lost data. Also, the motivation for the breach may be
political rather than financial, resulting in diminished
privacy or ability to exercise free speech rights for the
victims.'10

5.
6.

7.

Legal Fees and Regulatory Fines
Brand value damage and other loss of goodwill. While
most difficult to quantify, this factor is often the most
prevalent concern during a data breach."'
Lawsuits from customers112 and shareholders

(2015), http://www.trendmicro.com/cloud-content/us/pdfs/securityintelligence/white-papers/wp-follow-the-data.pdf.
108. The International Association of Privacy Professionals (IAPP) has several references to
this matter. See, e.g., Michael Bruemmer, Trendy Breaches are Teaching Brands Lessons Quickly:
How to Protect Yours, IAPP (Sept. 21, 2015), https://iapp.org/news/a/trendy-breaches-are-teachingbrands-lessons-quickly-how-to-protect-yours/.
RECORDS, TRENDMICRO 35-36

109. Id.
I10. "Any company's operations could be challenged by activists." Id.
111. "Lost reputation is the number one consequence of the data breaches experienced by
companies in this study." PONEMON INSTITUTE LLC, supra note 1.
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8. Third Party Claims and Losses
9. Denial of Service and its consequential lost business113
10. Repair or Replacement of systems and equipment"14
Each of these cost allocations should be weighed against potential
cyberinsurance coverage availability, the ability to flow down liability to
subcontractors, and other possibilities of improving processes internally to
reduce risk. In addition, the contract should be designed with the idea that nonlegal technical personnel will be asked to review the technical portions of the
agreement in advance and after the contract is signed, to comply with the
contract." 5 Risk management will evaluate the agreement for insurance gaps, IT
will look for representations made about engineering standards, and product
management will match the newly-negotiated provisions to product
specifications to see if any modifications are required to make customized

112. The possibility of class action lawsuit looms heavily over data breaches, but the latest
twist is that plaintiffs may have to sacrifice their anonymity to protect their privacy, or at least to be
compensated for the loss of that privacy. In the breach of Ashley Madison's adultery website
records, a judge required the plaintiffs to identify themselves rather than proceeding under Doe
designations. This breach also involved claims of fraud and misrepresentation related to requiring
users to pay $19 to delete their information and the information was not actually deleted, and that
fake profiles were actually fembots not human female users, respectively. See generally Amanda
Bronstad, AshleyMadison.com Says Suits Filed as 'Doe' Are a No-Go, Nat'l L. Rev. (Sept. 21,
2015),
http://www.nationallawjournal.com/id=1202737781849/AshleyMadisoncom-Says-SuitsFiled-as-Doe-Are-aNoGo?back=CC&kw=AshleyMadison.com%20Says%20Suits%20Filed%20as%20'Doe'%20Are%
20a%20No-Go&cn=20150922&pt=Afternoon%20Update&src=EMCEmail&et=editorial&bu=Corporate%20Counsel&slreturn=20150823130056.
113. For example, "criminals can initiate an attack far outside a company's network through a
denial of service (DoS). Here, thousands of "zombie" computers, taken over by hackers without the
knowledge of the computers' owners, are used to simultaneously bombard a target website,
knocking it offline. DoS attacks can be especially damaging to enterprises such as e-commerce
companies that rely on user access to their websites to conduct business." John F. Stephens, The
Rise of Cyber-Extortion, and How to Fight Back, CORPORATE COUNSEL (Sept. 23, 2015),
http://www.corpcounsel.com/id=1202737952410/The-Rise-of-CyberExtortion-and-How-to-FightBack#ixzz3mb0sx73W.
114. The notorious hack on Sony illustrated the potential political motivation and
consequences of engineered system failure. In addition, there was a significant delay detecting the
breach and calculating the impact, greatly accelerating the financial impact to the company. The
"studio was taken back to the digital Stone Age, with its payroll department cutting checks
manually and executives resorting to a form of mobile communication that had fallen out of vogue
in Hollywood: BlackBerrys." Dawn Chmielewski, Sony Begins to Tally Its Financial Loss from
Hack: $15 Million and Counting, RECODE (Feb. 4, 2014), http://recode.net/2015/02/04/sonybegins-to-tally-its-financial-loss-from-hack-i 5-million-and-counting/.
115. It's still revolutionary or at least noteworthy to mention that someone might read a
contract after it's written and signed. See Michael L. Bloom et al., 3 Questions To Ask When
Drafting
Any
Contract,
CORPORATE
COUNSEL
(Sept.
9,
2015),
http://www.corpcounsel.com/id=1202736733492/3-Questions-to-Ask-When-Drafting-AnyContract?kw=3%2oQuestions%20to%20Ask%20When%20Drafting%20Any%20Contract&cn=201
50914&pt=Afternoon o20Update&src=EMCEmail&et=editorial&bu=Corporate%20Counsel&slreturn=20150816143007.
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solutions for this customer. Each of these stakeholders should be consulted in
advance, preferably to review the section of the contract relevant to their
departments to ensure that the parties to the contract do not breach the contract
the moment it is signed.
H. Liability caps
In each sub-clause listed under costs, the parties may wish to ascertain
estimated costs and specify a cap, or in a more general section specify a total
amount that each party would be liable to the other. Suppliers will seek to limit
their liability to the amount of value they receive under the contract, or a singledigit multiple thereof, in order to evaluate whether they will benefit under the
deal. Customers may reach beyond these limits to what they estimate they will
incur as actual damages if their data is lost.11 6 Of course, obligations to pay for

service stand outside of these liability caps." 7 The contract cannot limit liability
with regard to customers or governmental obligations in their entirety, but the
language of the contract can specify which of the contract's signatories will bear
the brunt of such obligations.
V. EFFECT OF FEDERAL LEGISLATION ON CONTRACT LANGUAGE

Pending federal legislation regarding data breach is likely to impact the
design of contract language. As several bills have been proposed and then
languished without enactment," 8 it is difficult to say what the final result will be
and how contracts will need to be modified to incorporate federal legislation. A
catchall clause to comply with federal law regarding data breach, if any, might
suffice, or parties may want to insert a clause permitting renegotiation of crucial
notice and cost portions of the security provisions if such legislation is signed.
Any renegotiation period would be triggered by the date the legislation is signed,
and designed to close with a written modification to the contract in advance of
when the legislation is scheduled to be effective.

116. A supplier might argue to ". . . tie that higher cap to the total fees (or total annual fees)
payable under the Agreement (for example, a liability cap for data breaches equal to 3 times the
annual fees under the Agreement)," whereas a customer might seek reimbursement for ". . . the
potential amount of damages that I could suffer, if my supplier's actions (or inactions) lead to a data
breach . . . . In other words, customers should insist that the higher financial cap for data breaches
BE A DISCRETE AMOUNT OF MONEY (such as, for example, $5 million or $10 million or $50
million or $75 million)." Dean, supra note 102.
117. See id.
118. Speculation as to why this has occurred spans the usual range for political rise and fall,
including as follows: "A multitude of reasons could be behind these failures, including lobbying
groups, complex technology assessment, unclear definitions of sensitive data and data breaches, and
privacy concerns." HUQ, supra note 107, at 44.
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While any federal legislation on data breach may change the requirements
and therefore the costs of notice, the balance of power and control scenarios
discussed in this paper are more dependent upon the relevant technology than
legal fluctuations. As a result, parties may change the caps and other figures
negotiated in their contracts, but the activities associated with securing the
network and the procedures for allocating responsibility for breach will remain
durable beyond legislative updates. Courts should then enforce these agreements
to the extent the parties have made at least an effort to incorporate their
understanding of the accelerating technology, and legislative action should
include recognition of the courts' evolving view of what is legally enforceable.
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